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Abstract:

The Bitcoin protocol, which is built on a peer-to-peer (P2P) network, allows transactions and blocks to be distributed in a
decentralized manner to all nodes. The information is verified and kept in a Blockchain, a distributed data ledger, across
the nodes. True decentralization is a feature of blockchain technology. Every block in blockchain technology consists of
three major components: data, a hash block, and the previous hash block. Each block's uniqueness is controlled by the
hash, which is different for every block. The previous block's hash is likewise contained in each new block, making the
blocks interconnected. Three categories of blockchain exist: consortium blockchains, private blockchains, and public
blockchains. In the suggested article, the blockchain consensus algorithms were compared and evaluated analytically
based on specifications.

Keywords: Blockchain Technology, Bitcoin
Introduction:

Blockchain technology was first introduced in 1990 by Haber and Stornetta, and Satoshi Nakamoto utilised it for the first
time in Bitcoin in 2008. The main objective of bitcoin, like any other currency system, is to simplify the exchange of
goods and services by offering a product that is in high demand. No one entity or state issued bitcoin under the previous
monetary system. It wasn't used often. Recently, it has been used in a number of industries, such as supply chain
management, biomedicine, and registering smart contracts. The team behind the Casino et alstudy. provided a detailed
analysis of the uses of blockchain in several businesses in 2019.

Using cryptography, Bitcoin allows transactions to be made among parties involved without the involvement of an escrow
service or other third party. Bitcoin, on the other hand, is based on a P2P network where users can create new bitcoins [1].
Many trading marketplaces and companies are now accepting Bitcoin as a currency. Bitcoin is regarded as a trustworthy
medium of exchange that enables exchange rates to be completed at the same speed as regional ones. All payments that
have ever taken place can be found in a public database. Innovative payment methods like micro-payment, contractual,
and escrow trades are also introduced.

As per figure 1, the Bitcoin system is based on a shared consensus mechanism that depends on the authentication and
monitoring of payments being carried out by several parties. To achieve an agreement on which transfers are legitimate,
all network nodes must be notified of a Bitcoin exchange via this process. In a public ledger that is accessible to the whole
system, the agreed-upon position is documented in real-time. All of the transactions that were ever executed are stored in
this register, which goes by the name of "blockchain" [2]. To keep track of previous blocks, each one provides a specific
hash from the preceding something in its header. The genesis block would be the first block throughout the chain, but it
contains no links to blocks that came before it. Blockchain technology experiences various branches and is a path out of a
leaf block towards the genesis block.
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Blockchain technology uses a completely decentralized and distributed database that is made up of an arrangement of
blocks, each of which contains a list of transactions. Data, hash blocks, and prior hash blocks are the three main
components of each block. Each block's uniqueness is controlled by the hash, which is different for every block. Hash
indicates the information for each block. When a transaction is recorded in a block, its hash number is calculated and
retrieved using mathematical formulas in an encryption block containing information. The blocks are related to one
another since each block carries the hash of the one before it. A block's hash number changes whenever any modifications
are made to its data. Therefore, if there are any unauthorized changes to the blocks' information, the hash value may
change, making the block invalid for subsequent blocks (Zheng et al. 2019). Figure 1 shows the three-block structure of
the bitcoin blockchain (Bhabendu 2019).
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Figure. 1 Structure of bitcoin blockchain for three the blocks (Bhabendu 2019)

In the Fig. 1, the block 1 is 7% block it stored previous hash, next is 8™ block is stored hash of 7% block and own hash, the
first block is known as Genesis block and because of there is no any other block before this block, and previous hash
amount is zero. Each block can cover thousands of records of transaction that are coded by a hash function before
broadcasting to the network. To Generate a final hash value as a hash pointer, blockchain uses Merkle tree function (hash
of current block) and each block comprises the hash code of the previous block for the reserve the connection in the
blocks.

A hash-based data structure called the Merkle tree is a condensed version of the hash list. The non-leaf node in this tree is
a hash of the child node, while the leaf node in this tree is a hash of a block of data. It lowers the cost of data
communication and processing resources (Panarello et al. 2018). In order to identify a nonce that satisfies a predefined
criteria, a cryptographic hash function must be thoroughly questioned during the process of authenticating or mining a
new block by the proof of work method.
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Assume H (): hash function
x 1s a Merkle Root of transactions in a block.

Target hash=H(x nonce)<D(h)

Where nonce= “number only used once” known as added number in hashed block in a blockchain to meet the predefined
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Figure3: Generalized procedure of Bitcoin transaction
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Nevertheless, the public ledger's inconsistency is blamed in part on the Bitcoin platform's information propagation delay.
Our proposed solution to the issue of Bitcoin nodes agreeing on a shared history of transactions is by ramping up the
propagation in the Bitcoin system.

This manuscript introduces the SAS+CAS technique to optimize the propagation delay in the P2P and Bitcoin networks.
To standardize the bitcoin data, a normalization technique is used. To legalize the normalized data, smart contracts are
employed. To store the validated data, a blockchain ledger is utilized. To increase the new blocks in the ledger, Proof-of-
Work (PoW) approach is applied. The additional detail of this manuscript is organized as follows: topic II-related works
with a problem statement, topic IlI-proposed work, topic IV-performance analysis, and topic V-conclusion.

Type of Blockchains
A blockchain is classified into general three categories public blockchain, consortium blockchain and private blockchain
(Korpela et al. 2017):

1.1 Public Blockchain
1.2 Consortium Blockchains

1.3 Private Blockchains

2.Blockchain Consensus Algorithm

Please Reaching an agreement in a network of blockchain is a significant and a complex task. The new records of
transaction would be added in blockchain since the new block is verified by all nodes in the network.

Proof of Work (PoW)

Proof of Stake (PoS)

Delegated Proof of Stake

Practical Byzantine Fault Tolerance
Delegated Byzantine Fault Tolerance
Proof of Weight (PoWeight)

Proof of Burn (PoB)

Proof of Capacity

Conclusion

The blockchain technology is truly distributed and decentralized technology. In blockchain technology, every block has
consisted three main parts that is data, hash block, and the previous hash block. Hash is controlling the uniqueness of each
block and it is unique for each block. Each block also contains the hash of the previous block; thus, the blocks are
connected to each other. A blockchain can divided into three categories public blockchain, consortium blockchain and
private blockchain. The proposed paper provided the give complete review on vulnerabilities in blockchain technology
and various performance evaluation criteria of the consensus algorithms in blockchain
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